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Manage Equitrac Accounts
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Account Type Required Purpose

User

Express'4

Instructor Led Training

Copyright © 2008 Equitrac

Account Types

Yes

The most basic type of account that
provides valid individual users with
access to devices and enables
transaction tracking. Each user
must have a user account. This
can be their network user ID or an
account that is solely defined in
Equitrac.

Department

Groups user accounts into
logically-related groups such as,
team, or division or faculty.

Billing Code

Allows tracking by project, job or
customer number.

Chapter 3-Exercise A

© 2008 Equitrac Corporation. All rights reserved.

© 2008 Equitrac Corporation. All rights reserved.

Page 1



Chapter 3-Exercise A
EE -EO Manage Equitrac Accounts

User Account Profile

User Information
U | D 1~ User information 1~ Enabled biling codes
- ser e | Billing code
_ Fu“ Name [System created)
— Email Address
BiLahi L G a——
Account Information Mrimmbderoe: [0
— Current Balance Acsaunt lacked r
~ Color Quata

— Minimum Balance I 6 Urlied
=
— Account Locked g =

Page usage: 0

Color Quota PomdtiEes o

— Page usage PN infomalion

.. Erimary PIN:

- Remalnlng pages ‘ Secondary PIN: |—
PlN |nf0rmati0n Confim secondary PIN |—

— Primary PIN (PIN1)
— Secondary PIN (PIN2)
Home Server
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Account Creation

User Accounts may be created:

— Automatically the first time the user prints
to an Equitrac printer

—Using Active Directory Synchronization
—Manually

—By import using the EQCmd.exe batch file
tool
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Account Creation

Department Accounts may be created.:

—Manually

—By import using the EQCmd.exe batch file
tool

Billing Code Accounts may be created:

—Manually

—By import using the EQCmd.exe batch file
tool

—By import using an external list with a
Scheduled Task
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How Users Are Authenticated at
Physical Devices

- The authentication method for processing user
logons is defined in System Manager

If PIN codes is select, users may enter their
network credentials OR an Equitrac PIN code.

PIN1 may be used as the User ID with the
external authentication server providing the
password.

- Secondary PIN codes can be
encrypted (uses the [
AES encryption TT :
method)

Docurnent Routing Enaging
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Authentication 5NiSMS:
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Automatic User Account Creation

In System Manager:

Accounting

Account charging
Account limits
o000 °

Account creation o'
ee00000000
Accounting precision

Active directory synchronization

[ Use Email address of the fom userid@domain

Domain name: for Email:

~Windows gioup to department mapping

Unidentified documents

Chapter 3-Exercise A © 2008 Equitrac Corporation. Al rights reserved.

User Domain Qualification

Used to distinguish two separate users
with the same user ID on two separate
domains

For Example: CHICAGO\JohnDoe
MIAMN\JohnDoe

© Automatically qualifies and records the
user’s originating domain in the accounts
database

Network environment ;
s000c0000ee ../ ™ Qualify ll user 1Dz with NT dormain inf formation
eLiomain Ua'IFICatIDn ° Detault domain for unqualified user D3
X XXX XXX XN N)
Mail server

NT domain information
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Anonymous Users

- Access to Equitrac resources is granted
using the user’s network user ID and

password. This may not always be possible
or desirable.

. Options available:

—Users may use Equitrac Release codes
to identify jobs rather than the user ID.

—In public printing environments, the
“Prompt for logon” popup can be installed
on the workstation. At print time, users
enter their network logon credentials.
This can be the network user ID and
password or Equitrac PIN codes.
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PIN Codes

- PIN codes can be entered:

—Manually at the Release Station,
PageCounter terminal, or other
embedded device

—By a card swipe at a magnetic, HID,
Legic, or MiFare proximity card reader
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Create PIN Codes

. Create manually from the User Account
Properties page
Import using the EQCmd.exe and a batch file
Use the Card Swipe Wizard to read and
import the number from a magnetic card
\ProgramFolders\Equitrac\[Express or Office]\Tools

. Create automatically the first time a user
account is used
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Online Authentication —
Prompt for Lodin

Used in environments where the PC is a
public or common terminal

- Can use Equitrac PIN codes or external
UserID and Password

. “Login expiry” time determines how often

USers Must 109 iN  prrrr—
when they print e P |

I Secutymods ¥ Sgach Veldwetlngeodes: [ves  ¥]
Equitrac Office | ' Cieloul i thes prmvious biing code

[EQUser Eifing code labet EQ Foo U
Hiladde e
[ o ¥ Pronet for blable

Billable okt [£0 Dilitbe Promes
3,0.0.2069 Ouplay optiorss

. R Show cost summay
Prompt for Login Popup

CAS unavalsble
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Online Authentication —
Prompt for Loqgin

If Login expiry is set to O, the user must
login each time they print

~ Value is configured in System
Manager>Configuration>Popup Behavior

~ Applicable for Wlndows and Macmtosh
clients

Biing code Valelahon mace
¥ Fequndfiedd [ Show ment meently ued A avadable
I Secutymods ¥ Sgach Veldwetlngeodes: [ves  ¥]
7 Dielont o e pemvious il code
CAS uravaleble
Biling code labat [Fafwus I Dery access
Hillabie opn WValdsle blling coder:  |No -
I Promet for blgble Vaidaln lemnal g [fgarst cacke ¥
mmm eesesessesesssse e
® | Legm [
®| Lognmpiy [ 4 miutes 1
wmﬁw ®e0000000000000 0]

T
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Automated PIN Management:
PageCounter Terminal

Retrieve email notice that contains a
temporary PIN

Folders x| [
13 Outlook Express
=05 Local Falders
1452 Inbox (1)
L.F outbox
LS/ Sent Items
| (3 Deleted Items (3)
| B Drafts

From: instructor@training.equ  To: teacher@training.equ
Subject: Temporary PIN(s)
A temporary primary and secondary PIN has been issusd
to your account (71608694, 95732586)
t cts ko display. Cl k Update and assign permanent PINs at
 Contacts & croste s now corta hitp: tinstructor. 284 Twebtools
or at any available PageCounter terminal

x|

Reference - Chapter 5 - Equitrac Office or Express Administrator’'s Guide
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Automated PIN Management

PINs can be emailed directly to users
upon account creation

Users can update their PIN via a Web-
based interface and/or the PageCounter
terminal if permitted

+ Set Authentication method, and;

+ Enable secondary prompt if using

[¥ Enable secondary prompt

PIN codes are encrypted using AES method
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Active Directory Synchronization

Provides a method of importing the Active
Directory user account database to the
Equitrac database.

Used to batch import user data, configure
synchronized updates, mm—
and minimize record |
maintenance

|
==
Cane

Network environment Activs Dwectory i 0 be appie

I adts I e

Ciornain qualification

s vishsms rom Active Dreclory
Mail server LA
Deparppuat;
e
vy Bl
Secondary R

Chapter 3-Exercise A © 2008 Equitrac Corporation. All rights reserved.

© 2008 Equitrac Corporation. All rights reserved. Page 8



Chapter 3-Exercise A

EE -EO Manage Equitrac Accounts

Active Directory Synchronization

~ You can import values such as
Department membership from the Active
Directory g

++ OB L XEE 2 adavaeE
[ Ao Oreiory Uses s Compaie | Mkt Acblets”

teneal| Acoount | Ay | Prode Organistion |

‘enable the change, and hem hipe the change.

eb¥eoeboeccccccccccce,

® = Depertment [iakrird o
°
P s R R E R R R

T Manager
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Department Information
— Department Name

— Description

—

Account Information

— Current Balance
— Minimum Balance
— Account Locked
— Do not enforce

account limits*
PIN Information
— Primary PIN

- Enabled billing cods

~Department infamation

Department name:

Description:

[~ Account information
Current balance:

Mirimum halance:

AesountIosked:

£0.00

£0.00
r

I™ Do nat enforee account limits for users in this department

~PIN Infarmation
Primary PIN

Secondary PIN

Confim sscondary PIN

——
—
—

Billing code

Cancel

— Secondary PIN

* Feature only available in Equitrac Express

Chapter 3-Exercise A

© 2008 Equitrac Corporation. All rights reserved.

© 2008 Equitrac Corporation. All rights reserved.

Page 9



Chapter 3-Exercise A
EE -EO Manage Equitrac Accounts

Department Account Creation —
Manual Creation

T2 INSTRUCTOR - Equitrac Express Manager [Departments]

Fle Edit Wiew Tools Help

6 Rt o ( Filter

Department Description Balance Primary PIN | Locked |

<, Departments

%Bi\lingcudes
2 Reporting 00 0000000000000,
> ® o

>0 °
Current tasks sompmpe
LR N RN )

®  Addl depariment Rename
°

L]
e dchim 660000000 &dd Eransackion, ..

Rename

Enable biling codels),. .
Copy biling codes
Enable hiling cocels) Paste biIIing codes

Copy hiling codes

A transaction...

Properkies. ..
Paste hilling codes

Properties...

© 2008 Equitrac Corporation. All rights reserved.

Department Account Creation -
Assign a User to a Department

Current tasks il
Add user..,

A user... Delete

Delete bl W
L]

Add transactian...
woeooo0000000
e  Assigntodepariment. © eErmble biling cedals)e.
° " ¢ Copy biling codes

legill g‘tﬂ:]e ] °
o o PG Goe Paste biling codes
Copy biling codes Reset quota usage

Paste hiling codes Properties...

Reset guota usage

Properties...

Assign Department

teacher *
<nones B

]
-
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Create Domain Group

. Create a domain Group with Department
M an ag e rS DepartmentManagers Properties 8

. General Members I Member Dll Managed Byl

Members:

Mame | Active Directary Folder
ﬂ ibrtsTeacher training equ/l sers
ﬂ Instructor training. equ/sers
MathTeacher  training equ/Users
ﬂ teacher training. equ/Users

Add, Eemave |
0K I Cancel
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Configure

 Assign the domain group to the Department
access permission in System Manager

Permissions

Corfigurs sceess permissiors - ]
i OK H

Admin: BLILTIM/ Administrators

. Cancel
Reports: BUILTIN/Administrators

Accaunts: BUILTIN/ Administrators

Department: TRAINING/Departrmenttananers
Device Admin: TRAINING/DMES il

Print distribution: BUILTIHfAdminise NG/ Departmenttianagers
Cashier: BUILTIN Admiristrators
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Install Application

~ Install the application on the workstations of
the users who are to run the Department
Manager tool

ﬂ_';'5tart|J@ 8 % 4
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Department Manager Tool

. Application allows selected users to add/
delete/change or adjust member accounts

+ Accounts Manager User has access to all accounts

000000000 LI ki Flnamn fatonce | Bipartment
R + Department Manager user only has

ww s access to users in their department
LR tranng
0,00 troining

g

€0.00 Lrainir User 1D

student2

0000000000000 |studentd
Current tasks

Add user ...
Delete
Addtranzaction...

Reset quota usage

Properties:

Reference - Chapter 5 — Equitrac Office or Express Administrator's Guide

Chapter 3-Exercise A © 2008 Equitrac Corporation. All rights reserved.

© 2008 Equitrac Corporation. All rights reserved. Page 12



EE -EO

Chapter 3-Exercise A
Manage Equitrac Accounts

Test Configuration

- When the ‘super user’ logs on, they only
have access to the accounts in their own

department

File Edit Wew Tools Help

e Refresh . r Filter

ﬁ INSTRUCTOR - Equitrac Office Manager [Users: <all>]

User I
IHSTRUCTOR - Department &3

a’j Users

instructor
student3
student4
students

Current tasks (2]
Add uzer..

Delete

Add tranzaction...

Reszet guota usage

Properties..

Chapter 3-Exercise A

Full nams

ArtsTeacher
Instructor
Student3
Studenit4
Students

Balance Department Email address
arks@training. equ
instructor@training. equ
student3@TRAINING, .
Student4@training. equ

StudentS@training, equ
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Billing Code Account Profile

Billing Code Information
— Billing Code Name

— Description

Account Information

— Current Balance

— Minimum Balance

— Account Locked

PIN Information

— Primary PIN

— Secondary PIN

Chapter 3-Exercise A

—

Add Billing Code

i~ Billing code information

Biling code name:

Description:

~ Account infarmation

Current balance:
Minirnurn balance:

Account locked:

i~ PIM infarrmatiar
Frimary FIN

Secondary PIN:

Carfirm secondary PIM:

Cancel

© 2008 Equitrac Corporation. All rights reserved.

© 2008 Equitrac Corporation. All rights reserved.

Page 13



EE -EO

Chapter 3-Exercise A

Manage Equitrac Accounts

Billing Code Accounts -
Assign Billing Codes

Choose a user to assign the code to and
select ‘Assign to’

- Type the name of
the account (user or
department) and
click verify

Chapter 3-Exercise A
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Billing Code Accounts —
Assign Billing Codes

. To replicate the billing code assignments
from one user to many users, copy the
billing codes from the account, then paste
them to all of the accounts you wish to have
access these codes. [l
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Reset quota usage studen! Student& Enable biling code(s)...

Add user...
Delete

Add transaction... Add use
#ssign bo department. ., Delete

Enable biling code(s). . studen Student4 Add transactian...

Studerts Assign to department...

Paste billing codes

Student? Copy biling codes
Properties...

studentd
Reset quoka usage
Studentd

il
Equitrac Teag__/CPE0ES
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Computer Scienses Tea... €0.00  computer stienses
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Questions?
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